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Achilles Level 2 Certification
RX3i has been industry certified to meet 
rigorous standards for reliability and 
communications robustness. Its cyber 
hardened platform is designed to prevent 
cyber attacks, reducing operational risks.

Role-Based Access Control
Privileges assigned to users are based 
on pre-defined levels of authorization, 
enhancing system security. This provides 
layered user access, allowing only specific 
users access to critical competitive and 
customer data. 

Secure User Authentication
Access to the controller is implemented 
using an authentication process that does 
not require passwords to be passed over the 
network. This helps prevent an attacker from 
eavesdropping and collecting credentials 
from the network that would provide 
unauthorized access to the controller.

Signed Firmware Updates
Helps ensure only core operating system 
software supplied by GE will run on the PLC 
and that it has not been tampered with 

since it left the factory. This prevents code 
that has been compromised from entering 
the controller, protecting system availability 
and valuable operation information.

PACSystems* RX3i 
Controller Security 



GE Energy Connections  
Automation & Controls 
2500 Austin Dr 
Charlottesville, VA  22911 
1-800-433-2682 or 1-434-978-5100 
www.geautomation.com

© 2017 General Electric. The GE brand and logo are trademarks of General Electric. * Trademark of General Electric. All other trademarks are 
the property of their respective owners. Specifications are subject to change without notice.

06.17  GFA2134

Advanced Security Built for the Industrial Internet 

Achieve secure, optimized 
control with PACSystems 
RX3i CPE400
We understand the risk involved in 
securing our customer’s assets and believe 
in defense-in-depth architecture to secure 
the asset from the hardware-layer up, 
guarding against potential cyber threats. 
Our latest addition to the PACSystems RX3i 
family, the CPE400 Controller, includes 
enhanced security features in addition to 
those provided by our RX3i controllers. 

Embedded Field Agent 
Technology
Unique security features in Embedded Field 
Agent (EFA) Technology allow it to stand 
head and shoulders above our competition. 

Measured Boot
With EFA, we take advantage of Trusted 
Platform Module (TPM) technology and 
measure different areas on the controllers, 
such as hypervisor and control system 
image, then store the measurements in 
the Trusted Platform Module, enabling 
secure storage.

Predix User Authentication and 
Authorization (UAA) Service
A secure connection to the Predix 
Cloud is achieved by role-based access 
control using the unique Predix User 
Authentication and Authorization (UAA) 
service. This is where privileges can be 

limited based on access role and identity. 
EFA connections are secured using 
digital signatures and updates can be 
accomplished automatically or manually 
from the Predix Cloud. UAA can administer 
certain rights and authorizations for role-
based access control. 

Hardened Platform
The CPE400 hardened platform allows 
for removable media like USB, microSD, 
display, and serial ports to be disabled.

Secure Boot
The CPE 400 controller is GE’s first PLC 
to incorporate Secure Boot as a standard 
feature. Secure boot is designed to verify 
the integrity of vital system software 
components as the controller is initialized 
from power up. Any attempt to substitute 
malicious content for GE signed software 
would be detected and the device will 
not boot. This would prevent malicious 
software from gaining access and 
executing on the platform.

Require Physical Presence to 
Change Application Option
GE aims to provide multiple layers of 
security on our products in the form of 
software, firmware, and physical barriers. 
As an example, a switch on the front panel 
would prevent remote updates to the 
application code and PLC firmware from 
the network.


